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HistoTrust (75,)

Blockchain and hardware security
for auditing embedded Als

m Whatitcando

CEA-Leti has developed a data authentication and HistoTrust is designed to secure Al-based systems,

traceability technology specifically for complex systems. as well as any embedded business software deployed

A demonstrator was created to illustrate an implementation in decentralized, multi-stakeholder environments:

of the technology on a digital twin. Industrial robots with

embedded Al are emulated using circuit boards. « Production lines: Guarantee the traceability,

Data from pre-recorded images is analyzed by the Al, authenticity, and correct assignment of responsibility

and the Al's behavior is registered at regular intervals. of actions performed by robots, PLCs, or hybrid systems.
- Multi-stakeholder supply chains: Link immutable proof

At each step, a cryptographic imprint is generated and of origin and compliance to all activities at every step.

then integrated into a transaction signed by a hardware - Equipment manufacturers or rental companies:

security component. This immutable proof is recorded Obtain proof of misuse, facilitating the management

on a blockchain using an appropriate smart contract. of warranties, disputes, and liabilities.

Work performed in the frame ELEC
of the IRT Nanoelec consortium. ’
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What makes it unique

CEA-Leti’s HistoTrust technology is different from existing embedded solutions
in that it connects directly to a blockchain without the use of third parties,
providing end-to-end security. With HistoTrust, users can:

HistoTrust technology

Certifies data generated
by business software.
Guarantees the scheduling,

time-stamping, and auditing
of verifiable proof.

Offers the advantage of very
low power consumption.
Ensures that transactions

are sent to the blockchain,
avoiding saturation even for
fast application data streams.

« Generate an ordered, time-stamped log of events in multi-stakeholder
environments for full traceability of all activities backed by an incontestable
and auditable guarantee.

+ Integrate the solution with any blockchain that has an Ethereum Client interface.

« Integrate the solution with any business software or agentic Al.

HistoTrust, attestation of inferences from embedded Al on Blockchain v
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Working with CEA-Leti
This technology can be developed for specific use cases in partnership with Interested in
OEMs (robot and PLC manufacturers, for example) seeking solutions to make this technology?

their products more traceable and secure. Partners benefit from CEA-Leti's

broad expertise in cybersecurity and, especially, hardware security. Several Contact:

types of partnerships are available to meet the needs of a wide range of Marion Andrillat
companies. CEA-Leti supports each project from design through to the transfer ~ marion.andrillat@cea.fr

of new technologies to partners for integration into their systems. +33 647 220 861
CEA-Leti, technology research institute .5 Research
17 avenue des Martyrs, 38054 Grenoble Cedex 9, France 4 for industrial

X | innovation
cea-leti.com

in @ @CEA-Leti
© CEA-Leti - Photo credits: Multi7n/AdobeStock, CHENNEBERT/CEA - 2026/04


https://www.linkedin.com/company/cea-leti
https://www.youtube.com/c/CEALeti

	AA_FR: 
	AA_EN: 


